rlbbur Ul Nl

6/10/2020 5:49:00 PM (UTC+08:00)

Detailed Scan Report

& https://uat-community.musictribe.com/

Scan Time :6/10/2020 12:19:08 PM (UTC+08:00) .
Scan Duration £ 00:00:35:01 Risk Level:
Total Requests 120,290 H IG H
Average Speed :9.7r/s

IDENTIFIED CONFIRMED CRITICAL

- 12 29

3 MEDIUM
o

HIGH 43 T 19 o

BEST PRACTICE INFORMATION
Identified Vulnerabilities Confirmed Vulnerabilities
B Critical 0 B Critical 0
M High 3 M High 2
Medium 12 Medium 1
Low 29 Low 4
M Best Practice 43 M Best Practice 1
B information 19 B information 12
TOTAL 106 TOTAL 20

1/ 256



Vulnerability Summary

CONFIRM
E
i M
L~
i
i
i
I o
i
i
L
i
i
L
i
X~

VULNERABILITY

Cross-site Scripting

Out-of-date Version
(PHP)

Session Cookie Not

Marked as Secure

HTTP Strict Transport
Security (HSTS) Policy
Not Enabled

Out-of-date Version
(Apache)

Out-of-date Version
(jQuery)

Out-of-date Version
(jQuery)

Out-of-date Version
(jQuery)

Out-of-date Version
(jQuery)

Out-of-date Version
(jQuery),

Out-of-date Version
(jQuery)

Out-of-date Version
(jQuery),

Out-of-date Version
(jQuery)

Out-of-date Version
(jQuery)

Weak Ciphers Enabled

METHOD

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

URL PARAMETER

https://uat-community.musictribe.com/discussions/?nsextt=%2

7%2bnetsparker(0x000006)%2b%27

https://uat-community.musictribe.com/
https://uat-community.musictribe.com/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/
https://uat-community.musictribe.com/

https://uat-community.musictribe.com/externals/jQuery/jquery.m
injs

https://uat-community.musictribe.com/externals/ses-scripts/ses)
query.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/seslquery.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/jquery.tooltip.js?c=4758

https://uat-community.musictribe.com/discussions/156693/3050
00/

https://uat-community.musictribe.com/discussions/

https://uat-community.musictribe.com/discussions/156693/3055
31/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/
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CONFIRM

VULNERABILITY

[Possible] Cross-site

Request Forgery

[Possible]_Phishing_by
Navigating Browser Tabs

[Possible]_Phishing_by
Navigating Browser Tabs

[Possible] Phishing_by
Navigating Browser Tabs

[Possible]_Phishing_ by
Navigating Browser Tabs

[Possible]_Phishing_ by
Navigating Browser Tabs

[Possible] Phishing_by
Navigating Browser Tabs

[Possible]_Phishing_by
Navigating Browser Tabs

[Possible]_Phishing_ by
Navigating Browser Tabs

[Possible] Phishing_by
Navigating_Browser Tabs

Cookie Not Marked as
HttpOnly

Cookie Not Marked as
Secure

Insecure Frame (External)

Insecure Frame (External)

Missing_X-Frame-
Options Header

METHOD

GET

GET

GET

POST

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

URL PARAMETER

https://uat-community.musictribe.com/
https://uat-community.musictribe.com/

https://uat-community.musictribe.com/.svn/wc.db

URI-BASED

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/discussions/?nsextt=%0

d%0ans%3anetsparker056650%3dvuln

https://uat-community.musictribe.com/discussions/156688/

https://uat-community.musictribe.com/discussions/156693/3050
00/

https://uat-community.musictribe.com/discussions/156693/3055
31/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/_Incapsula_Resource?CW
UDNSAI=228&¢cinfo=03000000&edet=15&incident_id=94300025
0007074172-16126992372926019&rpinfo=08xinfo=3-3781673-
0%200NNN%20RT%281591762832769%202272%29%20q%280%
20-1%20-1%20-1%29%20r%280%20-1%29%20B15%283%2c900
181%2c0%29%20U18

https://uat-community.musictribe.com/
https://uat-community.musictribe.com/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/
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CONFIRM

.|°

.|°

VULNERABILITY

Missing_X-Frame-
Options Header

Missing_X-Frame-
Options Header

Missing_X-Frame-
Options Header

Missing_X-Frame-
Options Header

Missing X-Frame-
Options Header

Missing_X-Frame-
Options Header

Missing_X-Frame-
Options Header

Missing_X-Frame-
Options Header

Missing_X-Frame-
Options Header

Missing_X-Frame-
Options Header

TRACE/TRACK Method

Detected

Version Disclosure
(Apache)

Version Disclosure
(OpensSSL)

Version Disclosure (PHP),

Content Security Policy

(CSP)_Not Implemented

Content Security Policy

(CSP)_Not Implemented

METHOD

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

TRACE

GET

GET

GET

GET

GET

URL PARAMETER

https://uat-community.musictribe.com/discussions/156688/

https://uat-community.musictribe.com/discussions/156693/3050
00/

https://uat-community.musictribe.com/discussions/

https://uat-community.musictribe.com/discussions/156693/3055
31/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/application/modules/Sesa
dvancedheader/

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/jquery.tooltip.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/mention/underscore-min.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/mention/jquery.mentionsinput.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/tooltip.js?c=4758

https://uat-community.musictribe.com/ URI-BASED

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/discussions/156688/
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CONFIRM

.|°

.|°

.|°

.|°

.|°

.|°

.|°

.|°

.|°

.|°

.|°

VULNERABILITY

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Content Security Policy
(CSP)_Not Implemented

Expect-CT Not Enabled

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

METHOD

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

URL

https://uat-community.musictribe.com/discussions/156693/3050
00/

https://uat-community.musictribe.com/discussions/

https://uat-community.musictribe.com/discussions/156693/3055
31/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/application/modules/Sesa
dvancedheader/

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/jquery.tooltip.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/mention/underscore-min.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/mention/jquery.mentionsinput.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/tooltip.js?c=4758

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/externals/jQuery/jquery.m
injs

https://uat-community.musictribe.com/externals/mootools/moot
ools-more-1.4.0.1-full-compat-ycjs

https://uat-community.musictribe.com/externals/mootools/moot
ools-core-1.4.5-full-compat-yc.,js?c=4758

https://uat-community.musictribe.com/externals/chootools/choo
tools.js?c=4758

https://uat-community.musictribe.com/application/modules/Cor
e/externals/scripts/core.js?c=4758

PARAMETER
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CONFIRM

.|°

.|°

.|°

.|°

.|°

.|°

.|°

.|°

.|°

.|°

VULNERABILITY

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Missing_X-XSS-
Protection Header

Referrer-Policy Not
Implemented

Referrer-Policy Not

Implemented

Referrer-Policy Not

Implemented

Referrer-Policy Not
Implemented

Referrer-Policy Not

Implemented

Referrer-Policy Not

Implemented

Referrer-Policy Not
Implemented

Referrer-Policy Not

Implemented

Referrer-Policy Not

Implemented

Referrer-Policy Not
Implemented

Referrer-Policy Not

Implemented

METHOD

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

URL PARAMETER

https://uat-community.musictribe.com/application/modules/Use
r/externals/scripts/core.js

https://uat-community.musictribe.com/externals/smoothbox/sm
oothbox4.js?c=4758

https://uat-community.musictribe.com/externals/scrollbars/scroll
bars.min.js?c=4758

https://uat-community.musictribe.com/externals/ses-scripts/ses)
query.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/seslquery.js

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/discussions/156688/

https://uat-community.musictribe.com/discussions/156693/3050
00/

https://uat-community.musictribe.com/discussions/

https://uat-community.musictribe.com/discussions/156693/3055
31/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/application/modules/Sesa
dvancedheader/

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/jquery.tooltip.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/mention/underscore-min.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/mention/jquery.mentionsinput.js

https://uat-community.musictribe.com/application/modules/Sesb
asic/externals/scripts/tooltip.js?c=4758
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CONFIRM

) )

.|°

) Q

.|°

@ @ @ @ o @O

VULNERABILITY

SameSite Cookie Not
Implemented

Subresource Integrity
(SRI)_Not Implemented

Subresource Integrity
(SRI)_Not Implemented

Subresource Integrity
(SRI)_Not Implemented

Subresource Integrity
(SRI)_Not Implemented

Subresource Integrity
(SRI)_Not Implemented

Subresource Integrity
(SRI)_Not Implemented

Subresource Integrity
(SRI)_Not Implemented

Subresource Integrity
(SRI)_Not Implemented

Apache Web Server
Identified

Email Address Disclosure

Forbidden Resource

Forbidden Resource

Forbidden Resource

Forbidden Resource

Forbidden Resource

Forbidden Resource

METHOD

GET

GET

GET

POST

GET

GET

GET

GET

GET

GET

GET

POST

GET

GET

GET

GET

GET

URL PARAMETER

https://uat-community.musictribe.com/
https://uat-community.musictribe.com/
https://uat-community.musictribe.com/.svn/wc.db URI-BASED

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/discussions/?nsextt=%0
d%0ans%3anetsparker056650%3dvuln

nsextt

https://uat-community.musictribe.com/discussions/156688/

https://uat-community.musictribe.com/discussions/156693/3050
00/

https://uat-community.musictribe.com/discussions/156693/3055
31/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/externals/mootools/moot
ools-more-1.4.0.1-full-compat-yc.js?c=4758

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/c:/boot.ini URI-BASED

https://uat-community.musictribe.com/discussions/c:/boot.ini URI-BASED

https://uat-community.musictribe.com/c%3a%5cboot.ini URI-BASED

https://uat-community.musictribe.com/discussions/c%3a%5cboo URI-BASED

tini

https://uat-community.musictribe.com/c:/windows/win.ini URI-BASED
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CONFIRM

e @ @ @ QO

VULNERABILITY

Forbidden Resource

Forbidden Resource

Forbidden Resource

Forbidden Resource

Forbidden Resource

Out-of-date Version

(Underscore.js)

Out-of-date Version
(Underscore.js)

Out-of-date Version

(Underscore.js),

Out-of-date Version
(Underscore.js).

Out-of-date Version
(Underscore.js)

Robots.txt Detected

METHOD

GET

POST

GET

GET

GET

GET

GET

GET

GET

GET

GET

URL PARAMETER

https://uat-community.musictribe.com/discussions/c:/windows/w | URI-BASED

in.ini

https://uat-community.musictribe.com/discussions/

https://uat-community.musictribe.com/discussions/etc/passwd URI-BASED

https://uat-community.musictribe.com/etc/passwd URI-BASED

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/

https://uat-community.musictribe.com/discussions/156693/3050
00/

https://uat-community.musictribe.com/discussions/

https://uat-community.musictribe.com/discussions/156693/3055
31/

https://uat-community.musictribe.com/discussions/156688/3047
33/

https://uat-community.musictribe.com/robots.txt
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1. Cross-site Scripting

CONFIRMED X | 1

Netsparker detected Cross-site Scripting, which allows an attacker to execute a dynamic script (JavaScript, VBScript) in the context of
the application.

This allows several different attack opportunities, mostly hijacking the current session of the user or changing the look of the page by
changing the HTML on the fly to steal the user's credentials. This happens because the input entered by a user has been interpreted as
HTML/JavaScript/VBScript by the browser. Cross-site scripting targets the users of the application instead of the server. Although this
is a limitation, since it allows attackers to hijack other users' sessions, an attacker might attack an administrator to gain full control over
the application.

Impact

There are many different attacks that can be leveraged through the use of cross-site scripting, including:
e Hijacking user's active session.
¢ Mounting phishing attacks.
¢ Intercepting data and performing man-in-the-middle attacks.

Vulnerabilities

1.1. https://uat-community.musictribe.com/discussions/?nsextt=%27%2bnetsparker(0x000006)%?2
b%27

CONFIRMED

Method Parameter Value

GET "+netsparker(0x000006)+"

Request

GET /discussions/?nsextt=%27%2bnetsparker(0x000006)%2b%27 HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Cookie: PHPSESSID=o0g2hdhlemlghquf9tp@bfqeddg; end_language=en; end_locale=en_US; incap_ses_943_2307960=
FMayeDJIRNN8tcYsuzUWDUNT4F4AAAAALIEVO3anHQ4I85Um7HmMLNPQ==; visid_incap_2307960=mqCn2ATTS+egAYNxkozwIUFf4
FAAAAAAQUIPAAAAAACS5Xq4czEOkiEsr6BIAzZGVU

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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Response

Response Time (ms) : 2671.3947  Total Bytes Received : 292886  Body Length : 292437  Is Compressed : No

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Server: Apache/2.4.37 (centos) OpenSSL/1.1.1c
X-Powered-By: PHP/7.2.11

Pragma: no-cache

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

X-Iinfo: 3-3782104-3781688 SNNN RT(1591762836829 1525) q(© © © -1) r(16 16) U12
Vary: Accept-Encoding

Content-Type: text/html; charset=UTF-8
Content-Encoding:

X-CDN: Incapsula

Date: Wed, 10 Jun 2020 04:20:38 GMT

Cache-Control: no-store, no-cache, must-revalidate

non w,n non

,"'name":"sesdiscussion.browse-discussions","search":null,"orderby":null, "subsubcat_id":null, "page":nul
1,"tag":null,"start_date":null,"end_date":null,"draft":"@","visible":"1", "rewrite":"1","nsextt":" '+nets
parker (0x000006)+"'"}",

¥

onSuccess: function(responseTree, responseElements, responseHTML, responseJavaScript) {
/* console.log(responseHTML); */

document.getElementById('tabbed-wid

Remedy

The issue occurs because the browser interprets the input as active HTML, JavaScript or VBScript. To avoid this, output should be
encoded according to the output location and context. For example, if the output goes in to a JavaScript block within the HTML
document, then output needs to be encoded accordingly. Encoding can get very complex, therefore it's strongly recommended to use
an encoding library such asOWASP ESAPlandMicrosoft Anti-cross-site scripting.

Additionally, you should implement a strong Content Security Policy (CSP) as a defense-in-depth measure if an XSS vulnerability is
mistakenly introduced. Due to the complexity of XSS-Prevention and the lack of secure standard behavior in programming languages
and frameworks, XSS vulnerabilities are still common in web applications.

CSP will act as a safeguard that can prevent an attacker from successfully exploiting Cross-site Scripting vulnerabilities in your website
and is advised in any kind of application. Please make sure to scan your application again with Content Security Policy checks enabled
after implementing CSP, in order to avoid common mistakes that can impact the effectiveness of your policy. There are a few pitfalls
that can render your CSP policy useless and we highly recommend reading the resources linked in the reference section before you
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https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API
http://www.microsoft.com/en-us/download/details.aspx?id=28589

start to implement one.

External References

o OWASP - Cross-site Scripting

e Cross-site Scripting Web Application Vulnerability
e XSS Shell

« XSS Tunnelling

Remedy References

e Microsoft Anti-XSS Library
¢ Negative Impact of Incorrect CSP Implementations

¢ Content Security Policy (CSP)_Explained
e OWASP XSS Prevention Cheat Sheet
e OWASP AntiSamy Java

Proof of Concept Notes

Generated XSS exploit might not work due to browser XSS filtering. Please follow the guidelines below in order to disable XSS filtering

for different browsers. Also note that;

e XSS filtering is a feature that's enabled by default in some of the modern browsers. It should only be disabled temporarily to

test exploits and should be reverted back if the browser is actively used other than testing purposes.

e Even though browsers have certain checks to prevent Cross-site scripting attacks in practice there are a variety of ways to

bypass this mechanism therefore a web application should not rely on this kind of client-side browser checks.
Chrome

e Open command prompt.
¢ Go to folder where chrome.exe is located.
¢ Run the command chrome.exe --args --disable-xss-auditor

Internet Explorer

e Click Tools->Internet Options and then navigate to the Security Tab.

e Click Custom level and scroll towards the bottom where you will find that Enable XSS filter is currently Enabled.

e Set it to disabled. Click OK.
e Click Yes to accept the warning followed by Apply.

Firefox

e Go to about:configin the URL address bar.
¢ In the search field, type urlbar.filterand find browser.urlbar. filter.javascript.
e Set its value to falseby double clicking the row.

Safari

e To disable the XSS Auditor, open Terminal and executing the command: defaults write com.apple.Safari

"com.apple.Safari.ContentPageGroupIdentifier.WebKit2XSSAuditorEnabled" -bool FALSE
e Relaunch the browser and visit the PoC URL
¢ Please don't forget to enable XSS auditor again: defaults write com.apple.Safari
"com.apple.Safari.ContentPageGroupIdentifier.WebKit2XSSAuditorEnabled" -bool TRUE
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https://www.owasp.org/index.php/Cross_site_scripting
https://www.netsparker.com/blog/web-security/cross-site-scripting-xss/
https://labs.portcullis.co.uk/tools/xss-shell/
https://labs.portcullis.co.uk/tools/xss-tunnel/
https://www.microsoft.com/en-us/download/details.aspx?id=28589
https://www.netsparker.com/blog/web-security/negative-impact-incorrect-csp-implementations/
https://www.netsparker.com/blog/web-security/content-security-policy/
https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.md
https://www.owasp.org/index.php/AntiSamy

4> CLASSIFICATION

PCI DSS v3.2 6.5.7
OWASP 2013 A3
OWASP 2017 A7
CWE 79
CAPEC 19
WASC 8
HIPAA 164.308(A),
1SO27001 A14.2.5
CVSS 3.0 SCORE

Base 7.4 (High)
Temporal 7.4 (High)
Environmental 7.4 (High)

CVSS Vector String

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:N/A:N
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https://www.pcisecuritystandards.org/document_library?category=pcidss&document=pci_dss
http://www.owasp.org/index.php/Top_10_2013-A3
https://www.owasp.org/index.php/Top_10_2017-A7
http://cwe.mitre.org/data/definitions/79.html
http://capec.mitre.org/data/definitions/19.html
http://projects.webappsec.org/Cross-Site-Scripting
http://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf
https://www.netsparker.com/compliance-reports/iso27001/control-objectives-and-controls//#A-14-2-5

2. Out-of-date Version (PHP)

Netsparker identified you are using an out-of-date version of PHP.

Impact

Since this is an old version of the software, it may be vulnerable to attacks.

Known Vulnerabilities in this Version

" PHP Buffer Overflow Vulnerability

When processing certain files, PHP EXIF extension in versions 7.1.x below 7.2.8, 7.2.x below 7.2.17 and 7.3.x below 7.3.4 can be caused
to read past allocated buffer in exif_process_IFD_TAG function. This may lead to information disclosure or crash.

Affected Versions
729t07.2.14

External References
e CVE-2019-11034

"™ PHP Buffer Overflow Vulnerability

When processing certain files, PHP EXIF extension in versions 7.1.x below 7.2.8, 7.2.x below 7.2.17 and 7.3.x below 7.3.4 can be caused
to read past allocated buffer in exif_iif_add_value function. This may lead to information disclosure or crash.

Affected Versions
729t07.2.14

External References
e CVE-2019-11035

™ pHP Unspecified Vulnerability
In PHP before 5.6.39, 7.x before 7.0.33, 7.1.x before 7.1.25, and 7.2.x before 7.2.13, a buffer over-read in PHAR reading functions may

allow an attacker to read allocated or unallocated memory past the actual data when trying to parse a .phar file. This is related to
phar_parse_pharfile in ext/phar/phar.c.

Affected Versions
720t07.212

External References
e CVE-2018-20783

™ pHP Unspecified Vulnerability

An issue was discovered in PHP before 5.6.40, 7.x before 7.1.26, 7.2.x before 7.2.14, and 7.3.x before 7.3.1. Invalid input to the function
xmlrpc_decode() can lead to an invalid memory access (heap out of bounds read or read after free). This is related to
xml_elem_parse_buf in ext/xmlrpc/libxmlirpc/xml_element.c.

Affected Versions
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-11034
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720t07.2.13

External References
e CVE-2019-9020
™ pHP Unspecified Vulnerability

An issue was discovered in PHP before 5.6.40, 7.x before 7.1.26, 7.2.x before 7.2.14, and 7.3.x before 7.3.1. A heap-based buffer over-
read in PHAR reading functions in the PHAR extension may allow an attacker to read allocated or unallocated memory past the actual
data when trying to parse the file name, a different vulnerability than CVE-2018-20783. This is related to phar_detect_phar_fname_ext
in ext/phar/phar.c.

Affected Versions
720t07.2.13

External References
e CVE-2019-9021
"™ PHP Buffer Overflow Vulnerability

When processing certain files, PHP EXIF extension in versions 7.1.x below 7.1.29, 7.2.x below 7.2.18 and 7.3.x below 7.3.5 can be caused
to read past allocated buffer in exif_process_IFD_TAG function. This may lead to information disclosure or crash.

Affected Versions
720t07.2.14

External References
e CVE-2019-11036
™ PHP Unspesificed Vulnerability

When using gdimageCreateFromXbm() function of PHP gd extension in PHP versions 7.1.x below 7.1.30, 7.2.x below 7.2.19 and 7.3.x
below 7.3.6, it is possible to supply data that will cause the function to use the value of uninitialized variable. This may lead to
disclosing contents of the stack that has been left there by previous code.

Affected Versions
720t07.2.18

External References
e CVE-2019-11038
"™ PHP Buffer Overflow Vulnerability

Function iconv_mime_decode_headers() in PHP versions 7.1.x below 7.1.30, 7.2.x below 7.2.19 and 7.3.x below 7.3.6 may perform out-
of-buffer read due to integer overflow when parsing MIME headers. This may lead to information disclosure or crash.

Affected Versions
72.0t07.2.18

External References
e CVE-2019-11039
"™ PHP Buffer Overflow Vulnerability

When PHP EXIF extension is parsing EXIF information from an image, e.g. via exif_read_data() function, in PHP versions 7.1.x below
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3. Session Cookie Not Marked as Secure

CONFIRMED X | 1

Netsparker identified a session cookie not marked as secure, and transmitted over HTTPS.

This means the cookie could potentially be stolen by an attacker who can successfully intercept the traffic, following a successful man-
in-the-middle attack.

It is important to note that Netsparker inferred from the its name that the cookie in question is session related.

Impact

This cookie will be transmitted over a HTTP connection, therefore an attacker might intercept it and hijack a victim's session. If the
attacker can carry out a man-in-the-middle attack, he/she can force the victim to make an HTTP request to your website in order to
steal the cookie.

Vulnerabilities

3.1. https://uat-community.musictribe.com/
CONFIRMED

Identified Cookie(s)
e PHPSESSID

Cookie Source
e HTTP Header

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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4. HTTP Strict Transport Security (HSTS) Policy
Not Enabled

Netsparker identified that HTTP Strict Transport Security (HSTS) policy is not enabled.

The target website is being served from not only HTTPS but also HTTP and it lacks of HSTS policy implementation.

HTTP Strict Transport Security (HSTS) is a web security policy mechanism whereby a web server declares that complying user agents
(such as a web browser) are to interact with it using only secure (HTTPS) connections. The HSTS Policy is communicated by the server
to the user agent via a HTTP response header field named "Strict-Transport-Security". HSTS Policy specifies a period of time during
which the user agent shall access the server in only secure fashion.

When a web application issues HSTS Policy to user agents, conformant user agents behave as follows:
e Automatically turn any insecure (HTTP) links referencing the web application into secure (HTTPS) links. (For instance,
http://example.com/some/page/ will be modified to https://example.com/some/page/ before accessing the server.)
¢ If the security of the connection cannot be ensured (e.g. the server's TLS certificate is self-signed), user agents show an error
message and do not allow the user to access the web application.

Vulnerabilities

4.1. https://uat-community.musictribe.com/

Certainty
|

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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5. Out-of-date Version (Apache)
| MEDIUM @ [ 1

Netsparker identified you are using an out-of-date version of Apache.

Impact

Since this is an old version of the software, it may be vulnerable to attacks.

Known Vulnerabilities in this Version

I~ Apache Unspesificed Vulnerability

In Apache HTTP server versions 2.4.37 and prior, by sending request bodies in a slow loris way to plain resources, the h2 stream for
that request unnecessarily occupied a server thread cleaning up that incoming data. This affects only HTTP/2 (mod_http2) connections.

Affected Versions
24.37

External References
e CVE-2018-17189
"™ Apache Unspesificed Vulnerability

In Apache HTTP Server 2.4 release 2.4.37 and prior, mod_session checks the session expiry time before decoding the session. This
causes session expiry time to be ignored for mod_session_cookie sessions since the expiry time is loaded when the session is decoded.

Affected Versions
2.4.32 10 2.4.37

External References
e CVE-2018-17199

o Apache Denial of Service (DoS) Vulnerability

A bug exists in the way mod_ssl handled client renegotiations. A remote attacker could send a carefully crafted request that would
cause mod_ssl to enter a loop leading to a denial of service. This bug can be only triggered with Apache HTTP Server version 2.4.37
when using OpenSSL version 1.1.1 or later, due to interaction in changes to handling of renegotiation attempts

Affected Versions
24.37

External References
e CVE-2019-0190

g Apache Code Execution Vulnerability

In Apache HTTP Server 2.4 releases 2.4.17 to 2.4.38, with MPM event, worker or prefork, code executing in less-privileged child
processes or threads (including scripts executed by an in-process scripting interpreter) could execute arbitrary code with the privileges
of the parent process (usually root) by manipulating the scoreboard. Non-Unix systems are not affected.

Affected Versions
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6. Out-of-date Version (jQuery)

Netsparker identified the target web site is using jQuery and detected that it is out of date.

Impact

Since this is an old version of the software, it may be vulnerable to attacks.

Known Vulnerabilities in this Version

I~ jquery Cross-Site Scripting (XSS) Vulnerability

jQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ...) because of
Object.prototype pollution. If an unsanitized source object contained an enumerable __proto__ property, it could extend the native
Object.prototype.

Affected Versions
1.2.1to0 1.11.3

External References
e CVE-2019-11358

g jquery Cross-Site Scripting (XSS) Vulnerability

jQuery before 3.0.0 is vulnerable to Cross-site Scripting (XSS) attacks when a cross-domain Ajax request is performed without the
dataType option, causing text/javascript responses to be executed.

Affected Versions
1.2.1to0 1.11.3

External References
e (CVE-2015-9251

Vulnerabilities

6.1. https://uat-community.musictribe.com/

Identified Version
e 1.10.2

Latest Version
e 1.12.4 (in this branch)

Vulnerability Database
e Result is based on 05/28/2020 00:00:00 vulnerability database content.

Certainty
I
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7. Weak Ciphers Enabled
i © |1

Netsparker detected that weak ciphers are enabled during secure communication (SSL).

You should allow only strong ciphers on your web server to protect secure communication with your visitors.

Impact

Attackers might decrypt SSL traffic between your server and your visitors.

Vulnerabilities

7.1. https://uat-community.musictribe.com/
CONFIRMED

List of Supported Weak Ciphers
e TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003C)
e TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003D)
e TLS_RSA_WITH_AES_128_CBC_SHA (0x002F)
e TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
e TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0084)
e TLS_RSA WITH_CAMELLIA_128_CBC_SHA (0x0041)
e TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 (0xC027)
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xC028)
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xC013)
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xC014)

Request

[NETSPARKER] SSL Connection

Response

Response Time (ms) : 1 Total Bytes Received : 27  Body Length: 0  Is Compressed : No

[NETSPARKER] SSL Connection

Actions to Take

1. For Apache, you should modify the SSLCipherSuite directive in the httpd. conf.
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8. [Possible] Cross-site Request Forgery

Netsparker identified a possible Cross-Site Request Forgery.

CSRF is a very common vulnerability. It's an attack which forces a user to execute unwanted actions on a web application in which the
user is currently authenticated.

Impact

Depending on the application, an attacker can mount any of the actions that can be done by the user such as adding a user, modifying
content, deleting data. All the functionality that's available to the victim can be used by the attacker. Only exception to this rule is a
page that requires extra information that only the legitimate user can know (such as user’s password).

Vulnerabilities

8.1. https://uat-community.musictribe.com/

Form Action(s)
e /utility/locale
e /user/auth/forgot

Certainty
L

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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9. [Possible] Phishing by Navigating Browser

Tabs

Netsparker identified possible phishing by navigating browser tabs but was unable to confirm the vulnerability.

Open windows with normal hrefs with the tag target="_blank"can modify window.opener.locationand replace the parent webpage

with something else, even on a different origin.

Impact

While this vulnerability doesn't allow script execution, it does allow phishing attacks that silently replace the parent tab. If the links lack

rel="noopener noreferrer"attribute, a third party site can change the URL of the source tab using

window.opener.location.assignand trick the users into thinking that they're still in a trusted page and lead them to enter their sensitive

data on the malicious website.

Vulnerabilities

9.1. https://uat-community.musictribe.com/

External Links

https://www.musictribe.com
https://www.musictribe.com/brand/midas/home
https://www.musictribe.com/brand/klarkteknik/home
https://www.labgruppen.com/
https://www.lakeprocessing.com/
https://www.tannoy.com/
https://www.musictribe.com/brand/turbosound/home
https://www.tc-helicon.com/
https://www.tcelectronic.com/brand/tcelectronic/home
https://www.musictribe.com/brand/behringer/home
https://www.musictribe.com/brand/bugera/home
http://www.auratone.eu/?lang=en
http://coolaudio.com/
http://www.musictribe.com/eurocom/
https://www.facebook.com/mymusictribe/
https://www.linkedin.com/company/musictribe/
https://www.instagram.com/mymusictribe/
https://twitter.com/mymusictribe

https://www.youtube.com/channel/UC8dJZ0ijpm5hktifés_Rdlg

Certainty
|
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10. Cookie Not Marked as HttpOnly

Netsparker identified a cookie not marked as HTTPOnly.

HTTPOnly cookies cannot be read by client-side scripts, therefore marking a cookie as HTTPOnly can provide an additional layer of
protection against cross-site scripting attacks.

Impact

During a cross-site scripting attack, an attacker might easily access cookies and hijack the victim's session.

Vulnerabilities

10.1. https://uat-community.musictribe.com/
CONFIRMED

Identified Cookie(s)
e PHPSESSID
e end_language
e incap_ses_943_2307960
e end locale

Cookie Source
e HTTP Header

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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11. Cookie Not Marked as Secure

Netsparker identified a cookie not marked as secure, and transmitted over HTTPS.

This means the cookie could potentially be stolen by an attacker who can successfully intercept and decrypt the traffic, or following a
successful man-in-the-middle attack.

Impact

This cookie will be transmitted over a HTTP connection, therefore if this cookie is important (such as a session cookie), an attacker
might intercept it and hijack a victim's session. If the attacker can carry out a man-in-the-middle attack, he/she can force the victim to
make an HTTP request to steal the cookie.

Vulnerabilities

11.1. https://uat-community.musictribe.com/
CONFIRMED

Identified Cookie(s)
e en4d_language
e incap_ses_943_2307960
e end locale
e visid_incap_2307960

Cookie Source
e HTTP Header

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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12. Insecure Frame (External)

Netsparker identified an external insecure or misconfigured iframe.

Impact

IFrame sandboxing enables a set of additional restrictions for the content within a frame in order to restrict its potentially malicious
code from causing harm to the web page that embeds it.

The Same Origin Policy (SOP) will prevent JavaScript code from one origin from accessing properties and functions - as well as HTTP
responses - of different origins. The access is only allowed if the protocol, port and also the domain match exactly.

Here is an example, the URLs below all belong to the same origin as http.//site.com:

http://site.com
http://site.com/
http://site.com/my/page.html

Whereas the URLs mentioned below aren't from the same origin as http.//site.com:

http://www.site.com (a sub domain)
http.//site.org  (different top level domain)
https.//site.com (different protocol)
http.//site.com:8080 (different port)

When the sandboxattribute is set, the iframe content is treated as being from a unique origin, even if its hostname, port and protocol
match exactly. Additionally, sandboxed content is re-hosted in the browser with the following restrictions:

e Any kind of plugin, such as ActiveX, Flash, or Silverlight will be disabled for the iframe.

e Forms are disabled. The hosted content is not allowed to make forms post back to any target.

e Scripts are disabled. JavaScript is disabled and will not execute.

e Links to other browsing contexts are disabled. An anchor tag targeting different browser levels will not execute.

¢ Unique origin treatment. All content is treated under a unique origin. The content is not able to traverse the DOM or read
cookie information.

When the sandboxattribute is not set or not configured correctly, your application might be at risk.

A compromised website that is loaded in such an insecure iframe might affect the parent web application. These are just a few
examples of how such an insecure frame might affect its parent:

e |t might trick the user into supplying a username and password to the site loaded inside the iframe.
¢ It might navigate the parent window to a phishing page.

¢ It might execute untrusted code.

e |t could show a popup, appearing to come from the parent site.

Sandboxcontaining a value of :
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13. Missing X-Frame-Options Header

Netsparker detected a missing X-Frame-Optionsheader which means that this website could be at risk of a clickjacking attack.

The X-Frame-0OptionsHTTP header field indicates a policy that specifies whether the browser should render the transmitted resource
within a frameor an iframe. Servers can declare this policy in the header of their HTTP responses to prevent clickjacking attacks,

which ensures that their content is not embedded into other pages or frames.

Impact

Clickjacking is when an attacker uses multiple transparent or opaque layers to trick a user into clicking on a button or link on
a framed page when they were intending to click on the top level page. Thus, the attacker is "hijacking" clicks meant for their page and
routing them to other another page, most likely owned by another application, domain, or both.

Using a similar technique, keystrokes can also be hijacked. With a carefully crafted combination of stylesheets, iframes, and text boxes,
a user can be led to believe they are typing in the password to their email or bank account, but are instead typing into an invisible
frame controlled by the attacker.

Vulnerabilities

13.1. https://uat-community.musictribe.com/

Certainty
|

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker

109/ 256



















































14. TRACE/TRACK Method Detected

Netsparker detected the TRACE/TRACK method is allowed.

Impact

It is possible to bypass the HttpOnly cookie limitation and read the cookies in a cross-site scripting attack by using the TRACE/TRACK
method within an XmlIHttpRequest. This is not possible with modern browsers, so the vulnerability can only be used when targeting
users with unpatched and old browsers.

Vulnerabilities

14.1. https://uat-community.musictribe.com/

Method Parameter Value

TRACE URI-BASED

Certainty
I

Request

TRACE / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Content-Length: ©

Cookie: PHPSESSID=o0g2hdhlemlghquf9tp@bfqeddg; end_language=en; end_locale=en_US; incap_ses_943 2307960=
FMayeDJIRnN8tcYsuzUWDUNT4F4AAAAAIEVO3anHQ4I85Um7HMLNPQ==; visid_incap_2307960=mqCn2ATTS+egAYNxkozwIUFf4
FAAAAAAQUIPAAAAAACS5Xq4czEOKiEsr6BIAzGVU

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-NS: N13610433S

X-Scanner: Netsparker
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15. Version Disclosure (Apache)

Netsparker identified a version disclosure (Apache) in the target web server's HTTP response.

This information might help an attacker gain a greater understanding of the systems in use and potentially develop further attacks
targeted at the specific version of Apache.

Impact

An attacker might use the disclosed information to harvest specific security vulnerabilities for the version identified.

Vulnerabilities

15.1. https://uat-community.musictribe.com/

Extracted Version
o 2437

Certainty
I

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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16. Version Disclosure (OpenSSL)

Netsparker identified a version disclosure (OpenSSL) in target web server's HTTP response.

This information can help an attacker gain a greater understanding of the systems in use and potentially develop further attacks
targeted at the specific version of OpenSSL.

Impact

An attacker might use the disclosed information to harvest specific security vulnerabilities for the version identified.

Vulnerabilities

16.1. https://uat-community.musictribe.com/

Extracted Version
o 1.1.1c

Certainty
I

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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17. Version Disclosure (PHP)

Netsparker identified a version disclosure (PHP) in target web server's HTTP response.

This information can help an attacker gain a greater understanding of the systems in use and potentially develop further attacks
targeted at the specific version of PHP.

Impact

An attacker might use the disclosed information to harvest specific security vulnerabilities for the version identified.

Vulnerabilities

17.1. https://uat-community.musictribe.com/

Extracted Version
o 7211

Certainty
I

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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18. Content Security Policy (CSP) Not
Implemented

CSP is an added layer of security that helps to mitigate mainly Cross-site Scripting attacks.

CSP can be enabled instructing the browser with a Content-Security-Policy directive in a response header;

Content-Security-Policy: script-src 'self';
or in a meta tag;

<meta http-equiv="Content-Security-Policy" content="script-src 'self';">
In the above example, you can restrict script loading only to the same domain. It will also restrict inline script executions both in the
element attributes and the event handlers. There are various directives which you can use by declaring CSP:

e script-src:Restricts the script loading resources to the ones you declared. By default, it disables inline script executions unless
you permit to the evaluation functions and inline scripts by the unsafe-eval and unsafe-inline keywords.

¢ base-uri:Base element is used to resolve relative URL to absolute one. By using this CSP directive, you can define all possible
URLs which could be assigned to base-href attribute of the document.

¢ frame-ancestors: It is very similar to X-Frame-Options HTTP header. It defines the URLs by which the page can be loaded in an
iframe.

e frame-src / child-src: frame-src is the deprecated version of child-src. Both define the sources that can be loaded by iframe in
the page. (Please note that frame-src was brought back in CSP 3)

¢ object-src: Defines the resources that can be loaded by embedding such as Flash files, Java Applets.

e img-src: As its name implies, it defines the resources where the images can be loaded from.

e connect-src: Defines the whitelisted targets for XMLHttpRequest and WebSocket objects.

e default-src: It is a fallback for the directives that mostly ends with -src suffix. When the directives below are not defined, the
value set to default-src will be used instead:

o child-src
o connect-src

font-src

img-src

manifest-src

media-src

object-src

script-src

o O o o o

o

o style-src

When setting the CSP directives, you can also use some CSP keywords:

o none: Denies loading resources from anywhere.

o self : Points to the document's URL (domain + port).

o unsafe-inline: Permits running inline scripts.

o unsafe-eval: Permits execution of evaluation functions such as eval().

In addition to CSP keywords, you can also use wildcard or only a scheme when defining whitelist URLs for the points. Wildcard can be
used for subdomain and port portions of the URLs:

Content-Security-Policy: script-src https://*.example.com;

Content-Security-Policy: script-src https://example.com:*;

Content-Security-Policy: script-src https:;
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19. Expect-CT Not Enabled

Netsparker identified that Expect-CT is not enabled.

Certificate Transparency is a technology that makes impossible (or at least very difficult) for a CA to issue an SSL certificate for a
domain without the certificate being visible to the owner of that domain.

Google announced that, starting with April 2018, if it runs into a certificate that is not seen in Certificate Transparency (CT) Log, it will
consider that certificate invalid and reject the connection. Thus sites should serve certificate that takes place in CT Logs. While
handshaking, sites should serve a valid Signed Certificate Timestamp (SCT) along with the certificate itself.

Expect-CT can also be used for detecting the compatibility of the certificates that are issued before the April 2018 deadline. For
instance, a certificate that was signed before April 2018, for 10 years it will be still posing a risk and can be ignored by the certificate
transparency policy of the browser. By setting Expect-CT header, you can prevent misissused certificates to be used.

Vulnerabilities

19.1. https://uat-community.musictribe.com/

Certainty
I

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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20. Missing X-XSS-Protection Header

Netsparker detected a missing X-XSS-Protectionheader which means that this website could be at risk of a Cross-site Scripting (XSS)

attacks.

Impact

This issue is reported as additional information only. There is no direct impact arising from this issue.

Vulnerabilities

20.1. https://uat-community.musictribe.com/

Certainty
I

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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21. Referrer-Policy Not Implemented

Netsparker detected that no Referrer-Policy header implemented.

Referrer-Policy is a security header designed to prevent cross-domain Referer leakage.

Impact

Referer header is a request header that indicates the site which the traffic originated from. If there is no adequate prevention in place,
the URL itself, and even sensitive information contained in the URL will be leaked to the cross-site.

The lack of Referrer-Policy header might affect privacy of the users and site's itself

Vulnerabilities

21.1. https://uat-community.musictribe.com/

Certainty
I

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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22. SameSite Cookie Not Implemented

conrnz 4 |

Cookies are typically sent to third parties in cross origin requests. This can be abused to do CSRF attacks. Recently a new cookie
attribute named SameSitewas proposed to disable third-party usage for some cookies, to prevent CSRF attacks.

Same-site cookies allow servers to mitigate the risk of CSRF and information leakage attacks by asserting that a particular cookie
should only be sent with requests initiated from the same registrable domain.

Vulnerabilities

22.1. https://uat-community.musictribe.com/
CONFIRMED

Identified Cookie(s)
e PHPSESSID
e en4_language
e incap_ses_943_2307960
e en4d_locale
e visid_incap_2307960

Cookie Source
e HTTP Header

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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23. Subresource Integrity (SRI) Not
Implemented

Subresource Integrity (SRI) provides a mechanism to check integrity of the resource hosted by third parties like Content Delivery

Networks (CDNs) and verifies that the fetched resource has been delivered without unexpected manipulation.

SRI does this using hash comparison mechanism. In this way, hash value declared in HTML elements (for now only script and link

elements are supported) will be compared with the hash value of the resource hosted by third party.

Use of SRI is recommended as a best-practice, whenever libraries are loaded from a third-party source.

Vulnerabilities

23.1. https://uat-community.musictribe.com/

Identified Sub Resource(s)
e https://maps.googleapis.com/maps/api/js?
v=3.exp&amp;libraries=places&amp;key=AlzaSyCLWrZrhb66Tx5wydubljO86cFvS_506Tw&amp;c=4758
e https://www.googletagmanager.com/gtag/js?id=UA-140253642-2
e https://translate.google.com/translate_a/element.js?cb=googleTranslateElementinit

Certainty
|

Request

GET / HTTP/1.1
Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate
Accept-Language: en-us,en;q=0.5
Cache-Control: no-cache
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353

8.77 Safari/537.36
X-Scanner: Netsparker
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24. Apache Web Server Identified

Netsparker identified a web server (Apache) in the target web server's HTTP response.

Impact

This issue is reported as additional information only. There is no direct impact arising from this issue.

Vulnerabilities

24.1. https://uat-community.musictribe.com/

Certainty
|

Request

GET / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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25. Email Address Disclosure

Netsparker identified an Email Address Disclosure.

Impact

Email addresses discovered within the application can be used by both spam email engines and also brute-force tools. Furthermore,
valid email addresses may lead to social engineering attacks.

Vulnerabilities

25.1. https://uat-community.musictribe.com/externals/mootools/mootools-more-1.4.0.1-full-comp
at-yc.js?c=4758

Method Parameter Value

GET 4758

Email Address(es)
e fred@domain.com

Certainty
|

Request

GET /externals/mootools/mootools-more-1.4.0.1-full-compat-yc.js?c=4758 HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Cookie: PHPSESSID=o0g2hdhlemlghquf9tp@bfqeddg; end_language=en; end_locale=en_US; incap_ses_943 2307960=
FMayeDJIRnN8tcYsuzUWDUNF4F4AAAAAIEVO3anHQ4AI85Um7HmLNPQ==; visid_incap_2307960=mqCn2ATTS+egAYNxkozwIUFf4
FAAAAAAQUIPAAAAAACS5Xq4czEOkiEsr6BIAzZGVU

Referer: https://uat-community.musictribe.com/

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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26. Forbidden Resource

conrnz L |

Netsparker identified a forbidden resource.

Access to this resource has been denied by the web server. This is generally not a security issue, and is reported here for informational
purposes.

Impact

This issue is reported as additional information only. There is no direct impact arising from this issue.

Vulnerabilities

26.1. https://uat-community.musictribe.com/
CONFIRMED

Request

POST / HTTP/1.1

Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache

Content-Length: 124

Content-Type: application/xml

Cookie: PHPSESSID=o0g2hdhlemlghquf9tp@bfqeddg; end_language=en; end_locale=en_US; incap_ses_943_2307960=
FMayeDJIRNN8tcYsuzUWDUNT4F4AAAAALIEVO3anHQ4I85Um7HmMLNPQ==; visid_incap_2307960=mqCn2ATTS+egAYNxkozwIUFf4
FAAAAAAQUIPAAAAAACS5Xq4czEOkiEsr6BIAzZGVU

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker

<?xml version="1.0"?><!IDOCTYPE ns [<!ELEMENT ns ANY><!ENTITY 1fi SYSTEM "data:;base64,T1M3NzUONTYXNDQ2N
Tc1">]><ns>&Lfi;</ns>
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27. Out-of-date Version (Underscore.js)

Netsparker identified that the target web site is using Underscore.js and detected that it is out of date.

Impact

Since this is an old version of the software, it may be vulnerable to attacks.

Vulnerabilities

27.1. https://uat-community.musictribe.com/

Identified Version
e 183

Latest Version
e 1.9.2 (in this branch)

Vulnerability Database

e Result is based on 05/28/2020 00:00:00 vulnerability database content.

Certainty
I

Request

GET / HTTP/1.1
Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate
Accept-Language: en-us,en;q=0.5
Cache-Control: no-cache
Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353

8.77 Safari/537.36
X-Scanner: Netsparker
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28. Robots.txt Detected
conpivep L |+

Netsparker detected a Robots. txtfile with potentially sensitive content.

Impact

Depending on the content of the file, an attacker might discover hidden directories and files.

Vulnerabilities

28.1. https://uat-community.musictribe.com/robots.txt
CONFIRMED

Interesting Robots.txt Entries

Disallow: /application/

Disallow: /development/

Disallow: /externals/

Disallow: /temporary/

sitemap: /index.php/sitemap?format=xml&rewrite=1

Request

GET /robots.txt HTTP/1.1
Host: uat-community.musictribe.com

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-us,en;q=0.5

Cache-Control: no-cache
Cookie: PHPSESSID=o0g2hdhlemlghquf9tp@bfqeddg; end_language=en; end_locale=en_US; incap_ses_943_2307960=
FMayeDJIRNN8tcYsuzUWDUNT4F4AAAAALIEVO3anHQ4I85Um7HMLNPQ==; visid_incap_2307960=mqCn2ATTS+egAYNxkozwIUFf4
FAAAAAAQUIPAAAAAACS5Xq4czEOkiEsr6BIAzZGVU
User-Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.353
8.77 Safari/537.36

X-Scanner: Netsparker
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